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Yet another year has flown past and, as far as notable infosec happenings 
are concerned, this is one for the history books� Drama, intrigue and 
exploits have plagued 2016 and, as we take stock of some of the more 
noteworthy stories, we once again cast our gaze forward to glean 
the shapes of the 2017 threat landscape� Rather than thinly-veiled 
vendor pitching, we hope to ground these predictions in trends we’ve 
observed in the course of our research and provide thought-provoking 
observations for researchers and visitors to the threat intelligence 
space alike�
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OUR RECORD
Last year’s predictions fared well, with some coming to fruition ahead 
of schedule� In case you didn’t commit these to memory, some of the 
more notable predictions included:

APTs: We anticipated a decreased emphasis on persistence as well as 
an increased propensity to hide in plain sight by employing commodity 
malware in targeted attacks� We’ve seen this, both with an increase in 
memory or fileless malware as well as through the myriad reported 
targeted attacks on activists and companies, which relied on off-the-
shelf malware like NJRat and Alienspy/Adwind�

Ransomware: 2016 can be declared the year of ransomware� Financial 
malware aimed at victimizing users has practically been galvanized into 
a ransomware-only space, with the more effective extortion scheme 
cannibalizing malware development resources from less profitable 
attempts at victimizing users�

More Bank Heists: When we considered the looming expansion of 
financial crime at the highest level, our hypothetical included targeting 
institutions like the stock exchange� But it was the attacks on the SWIFT 
network that brought these predictions to bear, with millions walking 
out the door thanks to crafty, well-placed malware�

Internet Attacks: Most recently, the oft-ignored world of sub-standard 
Internet-connected devices finally came to bear on our lives in the form 
of a nasty IoT botnet that caused outages for major Internet services, 
and hiccups for those relying on a specific DNS provider�

Shame: Shame and extortion have continued to great fanfare as 
strategic and indiscriminate dumps have caused personal, reputational, 
and political problems left and right� We must admit that the scale and 
victims of some of these leaks have been genuinely astonishing to us�
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WHAT DOES 2017 HAVE IN STORE?

Those dreaded APTs

The rise of bespoke and passive implants

As hard as it is to get companies and large-scale enterprises to adopt 
protective measures, we also need to admit when these measures 
start to wear thin, fray, or fail� Indicators of Compromise (IoCs) are a 
great way to share traits of already known malware, such as hashes, 
domains, or execution traits that will allow defenders to recognize 
an active infection� However, the trendsetting one-percenters of the 
cyberespionage game have known to defend against these generalized 
measures, as showcased by the recent ProjectSauron APT, a truly 
bespoke malware platform whose every feature was altered to fit 
each victim and thus would not serve to help defenders detect any 
other infections� That is not to say that defenders are entirely without 
recourse but it’s time to push for the wider adoption of good Yara rules 
that allow us to both scan far-and-wide across an enterprise, inspect 
and identify traits in binaries at rest, and scan memory for fragments 
of known attacks�

https://securelist.com/analysis/publications/75533/faq-the-projectsauron-apt/
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ProjectSauron also showcased another sophisticated trait we expect to 
see on the rise, that of the ‘passive implant’� A network-driven backdoor, 
present in memory or as a backdoored driver in an internet gateway 
or internet-facing server, silently awaiting magic bytes to awaken its 
functionality� Until woken by its masters, passive implants will present 
little or no outward indication of an active infection, and are thus least 
likely to be found by anyone except the most paranoid of defenders, or 
as part of a wider incident response scenario� Keep in mind that these 
implants have no predefined command-and-control infrastructure 
to correlate and provide a more anonymous beachhead� Thus, this is 
the tool of choice for the most cautious attackers, who must ensure 
a way into a target network at a moment’s notice�
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Ephemeral infections

While adoption of PowerShell has risen as a dream tool for Windows 
administrators, it has also proven fruitful ground for the gamut of 
malware developers looking for stealthy deployment, lateral movement, 
and reconnaissance capabilities unlikely to be logged by standard 
configurations� Tiny PowerShell malware stored in memory or in the 
registry is likely to have a field day on modern Windows systems� Taking 
this further, we expect to see ephemeral infections: memory-resident 
malware intended for general reconnaissance and credential collec-
tion with no interest in persistence� In highly sensitive environments, 
stealthy attackers may be satisfied to operate until a reboot wipes their 
infection from memory if it means avoiding all suspicion or potential 
operational loss from the discovery of their malware by defenders 
and researchers� Ephemeral infections will highlight the need for 
proactive and sophisticated heuristics in advanced anti-malware 
solutions (see: System Watcher)�

https://kas.pr/CW7v
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Espionage goes mobile

Multiple threat actors have employed mobile implants in the past, 
including Sofacy, RedOctober and CloudAtlas, as well as customers 
of HackingTeam and the suspected NSO Pegasus iOS malware suite� 
However, these have supplemented campaigns largely based on 
desktop toolkits� As adoption of Desktop OS’s suffers from a lack of 
enthusiasm, and as more of the average user’s digital life is effectively 
transferred to their pockets, we expect to see the rise of primarily 
mobile espionage campaigns� These will surely benefit from decreased 
attention and the difficulty of attaining forensic tools for the latest 
mobile operating systems� Confidence in codesigning and integrity 
checks has stagnated visibility for security researchers in the mobile 
arena, but this won’t dissuade determined and well-resourced attackers 
from hunting their targets in this space�

https://securelist.com/blog/research/72924/sofacy-apt-hits-high-profile-targets-with-updated-toolset/
https://securelist.com/analysis/publications/36740/red-october-diplomatic-cyber-attacks-investigation/
https://securelist.com/blog/research/68083/cloud-atlas-redoctober-apt-is-back-in-style/
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The future of financial attacks

We heard you’d like to rob a bank…

The announcement of this year’s attacks on the SWIFT network caused 
uproar throughout the financial services industry due to its sheer 
daring; measured in zeros and commas to the tune of multi-million 
dollar heists� This move was a natural evolution for players like the 
Carbanak gang and perhaps other interesting threat actors� However, 
these cases remain the work of APT-style actors with a certain panache 
and established capability� Surely, they’re not the only ones interested 
in robbing a bank for sizable funds?

As cybercriminal interest grows, we expect to see the rise of the SWIFT-heist 
middlemen in the well-established underground scheme of tiered criminal 
enterprises� Performing one of these heists requires initial access, specialized 
software, patience, and, eventually, a money laundering scheme� Each of 
these steps has a place for already established criminals to provide their 
services at a fee, with the missing piece being the specialized malware 
for performing SWIFT attacks� We expect to see the commodification 
of these attacks through specialized resources being offered for sale in 
underground forums or through as-a-service schemes�

https://securelist.com/blog/research/68732/the-great-bank-robbery-the-carbanak-apt/
http://baesystemsai.blogspot.co.uk/2016/05/cyber-heist-attribution.html?m=1
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Resilient payment systems

As payment systems became increasingly popular and widely adopt-
ed, we expected to see greater criminal interest in these� However, 
it appears that implementations have proven particularly resilient, 
and no major attacks have been noted at this time� This relief for the 
consumer may, however, entail a headache for the payment system 
providers themselves, as cybercriminals are wont to target the latter 
through direct attacks on the payment system infrastructure� Whether 
these attacks will result in direct financial losses or simply outages and 
disruption, we expect increased adoption to attract more nefarious 
attention�
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Dirty, lying ransomware

As much as we all hate ransomware (and with good reason), most 
ransomware thrives on the benefit of an unlikely trust relationship 
between the victim and their attacker� This criminal ecosystem relies on 
the tenet that the attacker will abide by a tacit contract with the victim 
that, once payment is received, the ransomed files will be returned� 
Cybercriminals have exhibited a surprising semblance of professionalism 
in fulfilling this promise and this has allowed the ecosystem to thrive� 
However, as the popularity continues to rise and a lesser grade of 
criminal decides to enter the space, we are likely to encounter more 
and more ‘ransomware’ that lacks the quality assurance or general 
coding capability to actually uphold this promise� 

We expect ‘skiddie’ ransomware to lock away files or system access 
or simply delete the files, trick the victim into paying the ransom, and 
provide nothing in return� At that point, little will distinguish ransomware 
from wiping attacks and we expect the ransomware ecosystem to 
feel the effects of a ‘crisis of confidence’� This may not deter larger, 
more professional outfits from continuing their extortion campaigns, 
but it may galvanize forces against the rising ransomware epidemic 
into abandoning hope for the idea that ‘ just pay the ransom’ is viable 
advice for victims�
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The big red button
The famous Stuxnet may have opened a Pandora’s Box by realizing the 
potential for targeting industrial systems, but it was carefully designed 
with a watchful eye towards prolonged sabotage on very specific 
targets� Even as the infection spread globally, checks on the payload 
limited collateral damage and no industrial Armageddon came to pass�  
Since then, however, any rumor or reporting of an industrial accident 
or unexplained explosion will serve as a peg to pin a cyber-sabotage 
theory on� 

That said, a cyber-sabotage induced industrial accident is certainly 
not beyond the realm of possibility� As critical infrastructure and 
manufacturing systems continue to remain connected to the internet, 
often with little or no protection, these tantalizing targets are bound 
to whet the appetite of well-resourced attackers looking to cause 
mayhem� It’s important to note that, alarmism aside, these attacks are 
likely to require certain skills and intent� An unfolding cyber-sabotage 
attack is likely to come hand-in-hand with rising geopolitical tensions 
and well-established threat actors intent on targeted destruction or 
the disruption of essential services�
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The overcrowded internet bites back

A brick by any other name

Long have we prophesied that the weak security of the Internet of 
Things (or Threats) will come back to bite us, and behold, the day is here� 
As the Mirai botnet showcased recently, weak security in needlessly 
internet-enabled devices provides an opportunity for miscreants to cause 
mayhem with little or no accountability� While this is no surprise to the 
infosec-aficionados, the next step may prove particularly interesting, 
as we predict vigilante hackers may take matters into their own hands� 

The notion of patching known and reported vulnerabilities holds a certain 
sacrosanct stature as validation for the hard (and often uncompensated) 
work of security researchers� As IoT-device manufacturers continue to 
pump out unsecured devices that cause wide-scale problems, vigilante 
hackers are likely to take matters into their own hands� And what better 
way than to return the headache to the manufacturers themselves by 
mass bricking these vulnerable devices? As IoT botnets continue to 
cause DDoS and spam distribution headaches, the ecosystem’s immune 
response may very well take to disabling these devices altogether, to 
the chagrin of consumers and manufacturers alike� The Internet of 
Bricks may very well be upon us�
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The silent blinky boxes

The shocking release of the ShadowBrokers dump included a wealth of 
working exploits for multiple, major manufacturers’ firewalls� Reports 
of exploitation in-the-wild followed not long after as the manufacturers 
scrambled to understand the vulnerabilities exploited and issue patches� 
However, the extent of the fallout has yet to be accounted for� What 
were attackers able to gain with these exploits on hand? What sort of 
implants may lie dormant in vulnerable devices? 

Looking beyond these particular exploits (and keeping in mind the late 
2015 discovery of a backdoor in Juniper’s ScreenOS), there’s a larger 
issue of device integrity that bears further research when it comes to 
appliances critical to enterprise perimeters� The open question remains, 
‘who’s your firewall working for?’
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Who the hell are you?
The topic of False Flags and PsyOps are a particular favorite of ours and 
to no surprise, we foresee the expansion of several trends in that vein��� 

Information warfare

The creation of fake outlets for targeted dumps and extortion was 
pioneered by threat actors like Lazarus and Sofacy� After their some-
what successful and highly notorious use in the past few months, we 
expect information warfare operations to increase in popularity for 
the sake of opinion manipulation and overall chaos around popular 
processes� Threat actors interested in dumping hacked data have little 
to lose from crafting a narrative through an established or fabricated 
hacktivist group; diverting attention from the attack itself to the contents 
of their revelations�

The true danger at that point is not that of hacking, or the invasion of 
privacy, but rather that as journalists and concerned citizens become 
accustomed to accepting dumped data as newsworthy facts, they 
open the door to more cunning threat actors seeking to manipulate 
the outcome by means of data manipulation or omission� Vulnerability 
to these information warfare operations is at an all-time high and we 
hope discernment will prevail as the technique is adopted by more 
players (or by the same players with more throwaway masks)�

https://securelist.com/files/2016/10/Bartholomew-GuerreroSaade-VB2016.pdf
https://securelist.com/blog/incidents/73914/operation-blockbuster-revealed/
https://securelist.com/blog/research/72924/sofacy-apt-hits-high-profile-targets-with-updated-toolset/
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The promise of deterrence

As cyberattacks come to play a greater role in international relations, 
attribution will become a central issue in determining the course of 
geopolitical overtures� Governmental institutions have some difficult 
deliberating ahead to determine what standard of attribution will prove 
enough for demarches or public indictments� As precise attribution is 
almost impossible with the fragmented visibility of different public and 
private institutions, it may be the case that ‘loose attribution’ will be 
considered good enough for these� While advising extreme caution 
is important, we must also keep in mind that there is a very real need 
for consequences to enter the space of cyberattacks� Our bigger issue 
is making sure that retaliation doesn’t engender further problems as 
cunning threat actors outsmart those seeking to do attribution in the 
first place� We must also keep in mind that as retaliation and conse-
quences become more likely, we’ll see the abuse of open-source and 
commercial malware begin to increase sharply, with tools like Cobalt 
Strike and Metasploit providing a cover of plausible deniability that 
doesn’t exist with closed-source proprietary malware�
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Doubling-down on False Flags

While the examples reported in the False Flags report included in-the-
wild cases of APTs employing false flag elements, no true pure false 
flag operation has been witnessed at this time� By that we mean an 
operation by Threat Actor-A carefully and entirely crafted in the style 
and with the resources of another, ‘Threat Actor-B’, with the intent of 
inciting tertiary retaliation by the victim against the blameless Threat 
Actor-B� While it’s entirely possible that researchers have simply not 
caught onto this already happening, these sorts of operations won’t 
make sense until retribution for cyberattacks becomes a de facto effect� 
As retaliation (be it overtures, sanctions, or retaliatory CNE) becomes 
more common and impulsive, expect true false flag operations to 
enter the picture�

As this becomes the case, we can expect false flags to be worth even 
greater investment, perhaps even inciting the dumping of infrastructure 
or even jealously guarded proprietary toolkits for mass use� In this way, 
cunning threat actors may cause a momentary overwhelming confusion 
of researchers and defenders alike, as script kiddies, hacktivists, and 
cybercriminals are suddenly capable of operating with the proprietary 
tools of an advanced threat actor, thus providing a cover of anonymity 
in a mass of attacks and partially crippling the attribution capabilities 
of an enforcing body�
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What privacy?

Pulling the veil

There’s great value to be found in removing what vestiges of ano-
nymity remain in cyberspace, whether for the sake of advertisers or 
spies� For the former, tracking with persistent cookies has proven a 
valuable technique� This is likely to expand further and be combined 
with widgets and other innocuous additions to common websites 
that allow companies to track individual users as they make their way 
beyond their particular domains, and thus compile a cohesive view 
of their browsing habits (more on this below)� 

In other parts of the world, the targeting of activists and tracking of 
social media activities that ‘incite instability’ will continue to inspire 
surprising sophistication, as deep pockets continue to stumble into 
curiously well-placed, unheard of companies with novelties for tracking 
dissidents and activists through the depth and breadth of the internet� 
These activities tend to have a great interest in the social networking 
tendencies of entire geographic regions and how they’re affected by 
dissident voices� Perhaps we’ll even see an actor so daring as to break 
into a social network for a goldmine of PII and incriminating information�
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The espionage ad network

No pervasive technology is more capable of enabling truly targeted 
attacks than ad networks� Their placement is already entirely financially 
motivated and there is little or no regulation, as evidenced by recurring 
malvertising attacks on major sites� By their very nature, ad networks 
provide excellent target profiling through a combination of IPs, browser 
fingerprinting, and browsing interest and login selectivity� This kind of 
user data allows a discriminate attacker to selectively inject or redirect 
specific victims to their payloads and thus largely avoid collateral 
infections and the persistent availability of payloads that tend to pique 
the interest of security researchers� As such, we expect the most 
advanced cyberespionage actors to find the creation or co-opting of 
an ad network to be a small investment for sizable operational returns, 
hitting their targets while protecting their latest toolkits�
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The rise of the vigilante hacker

Following his indiscriminate release of the HackingTeam dump in 2015, 
the mysterious Phineas Fisher released his guide for aspiring hackers 
to take down unjust organizations and shady companies� This speaks 
to a latent sentiment that the asymmetrical power of the vigilante 
hacker is a force for good, despite the fact that the HackingTeam 
dump provided live zero-days to active APT teams and perhaps even 
encouragement for new and eager customers� As the conspiratorial 
rhetoric increases around this election cycle, fuelled by the belief that 
data leaks and dumps are the way to tip the balance of information 
asymmetry, more will enter the space of vigilante hacking for data 
dumps and orchestrated leaks against vulnerable organizations�

https://securelist.com/blog/research/71713/darkhotels-attacks-in-2015/
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INTRODUCTION 
In 2016, ransomware continued its rampage across the world, tightening 
its hold on data and devices, and on individuals and businesses�

The numbers speak for themselves:

• 62 new ransomware families made their appearance�

• There was an 11-fold increase in the number of ransomware 
modifications: from 2,900 new modifications in January/March, 
to 32,091 in July/September�

• At the start of the year, every 20 seconds somebody somewhere 
was attacked with ransomware – by the end of September, it was 
one every 10 seconds� 

• At the start of the year, every two minutes a business was attacked 
with ransomware – by the end of September, it was one every 
40 seconds�

• One in five small and medium-sized business who paid the ransom 
never got their data back�

https://securelist.com/analysis/quarterly-malware-reports/76513/it-threat-evolution-q3-2016-statistics/
https://business.kaspersky.com/cryptomalware-report-2016/5971/
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2016 also saw ransomware grow in sophistication and diversity, 
for example: changing tack if it encountered financial software, written 
in scripting languages, exploiting new infection paths, becoming more 
targeted, and offering turn-key ransomware-as-a-service solutions 
to those with fewer skills, resources or time – all through a growing 
and increasingly efficient underground ecosystem� 

At the same time, 2016 saw the world begin to unite to fight back: 

The No More Ransom project was launched in July, bringing together 
the Dutch National Police, Europol, Intel Security and Kaspersky Lab� 
A further 13 organizations joined in October� Among other things, 
the collaboration has resulted in a number of free online decryption 
tools that have so far helped thousands of ransomware victims 
to recover their data�

This is just the tip of the iceberg – much remains to be done� 
Together we can achieve far more than any of us can on our own�

What is ransomware? 

Ransomware comes in two forms� The most common form 
of ransomware is the cryptor� These programs encrypt data on 
the victim’s device and demand money in return for a promise to 
restore the data� Blockers, by contrast, don’t affect the data stored 
on the device� Instead, they prevent the victim from accessing the 
device� The ransom demand, displayed across the screen, typically 
masquerades as a notice from a law enforcement agency, reporting 
that the victim has accessed illegal web content and indicating 
that they must pay a spot-fine� You can find an overview of both 
forms of ransomware here�

http://www.nomoreransom.org/
https://blog.kaspersky.com/ransomware-infographics/13315/
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RANSOMWARE: THE MAIN  
TRENDS & DISCOVERIES OF 2016

“Most ransomware thrives on an unlikely 
relationship of trust between the victim and 
their attacker: that, once payment is received, 
the ransomed files will be returned. Cybercriminals 
have exhibited a surprising semblance of 
professionalism in fulfilling this promise.”
 GReAT, Threat Predictions for 2017



26

KASPERSKY SECURITY BULLETIN 2016
STORY OF THE YEAR: THE RANSOMWARE REVOLUTION

Arrivals and departures

Arrivals: in 2016, the world said hello to Cerber, Locky 
and CryptXXX – as well as  44,287 new ransomware 
modifications

Cerber and Locky arrived in the early Spring� Both are nasty, virulent 
strains of ransomware that are propagated widely, mainly through spam 
attachments and exploit kits� They rapidly established themselves as 
‘major players’, targeting individuals and corporates� Not far behind 
them was CryptXXX� All three families continue to evolve and to hold 
the world to ransom alongside well-established incumbents such as 
CTB-Locker, CryptoWall and Shade�

As of October 2016, the top ransomware families detected 
by Kaspersky Lab products look like this:

Name Verdicts*
Percentage 
of users**

1 CTB-Locker Trojan-Ransom�Win32�Onion /
Trojan-Ransom�NSIS�Onion

25�32

2 Locky Trojan-Ransom�Win32�Locky / 
Trojan-Dropper�JS�Locky

7�07

3 TeslaCrypt  
(active till May 2016)

Trojan-Ransom�Win32�Bitman 6�54

4 Scatter Trojan-Ransom�Win32�Scatter /
Trojan-Ransom�BAT�Scatter /
Trojan-Downloader�JS�Scatter /
Trojan-Dropper�JS�Scatter

2�85

5 Cryakl Trojan-Ransom�Win32�Cryakl 2�79

6 CryptoWall Trojan-Ransom�Win32�Cryptodef 2�36

7 Shade Trojan-Ransom�Win32�Shade 1�73

8 (generic verdict) Trojan-Ransom�Win32�Snocry 1�26

9 Crysis Trojan-Ransom�Win32�Crusis 1�15

10 Cryrar/ACCDFISA Trojan-Ransom�Win32�Cryrar 0�90

*  These statistics are based on the detection verdicts returned by Kaspersky Lab products, received from used of Kaspersky 
Lab products who have consented to provide their statistical data�

**  Percentage of users targeted by a certain crypto-ransomware family relative to all users targeted with crypto-ransomware�

Locky 
ransomware 

has so far been 
spread across 

114 
countries

https://securelist.com/blog/research/74398/locky-the-encryptor-taking-the-world-by-storm/
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Departures: goodbye to Teslascrypt,  
Chimera and Wildfire – or so it seemed…

Probably the biggest surprise of 2016 was the shutdown of TeslaCrypt 
and the subsequent release of the master key, apparently by the 
malware actors themselves� 

Encryptor RaaS, one of the first Trojans to offer a Ransomware-as-a-
Service model to other criminals shut up shop after part of its botnet 
was taken down by the police� 

Then, in July, approximately 3,500 keys for the Chimera ransomware 
were publicly released by someone claiming to be behind the Petya/
Mischa ransomware� However, since Petya used some of the Chimera 
source code for its own ransomware, it could in fact be the same group, 
simply updating its product suite and causing mischief�

Similarly, Wildfire, whose servers were seized and a decryption key 
developed following a combined effort by Kaspersky Lab, Intel Security 
and Europol, now appears to have re-emerged as Hades�

TeslaCrypt 
“committed  
suicide” – while 
the police shut 
down Encryptor 
RaaS and Wildfire

https://threatpost.com/petya-sabotages-rival-ransomware-chimera-leaks-decryption-keys/119543/
https://securelist.com/blog/research/75842/wildfire-the-ransomware-threat-that-takes-holland-hostage
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Abuse of ‘educational’ ransomware
Well-intentioned researchers developed ‘educational’ ransomware to 
give system administrators a tool to simulate a ransomware attack and 
test their defenses� Criminals were quick to seize upon these tools for 
their own malicious purposes� 

The developer of the educational ransomware Hidden Tear & EDA2 
helpfully posted the source code on GitHub� Inevitably, 2016 saw 
the appearance of numerous malicious Trojans based on this code� 
This included Ded Cryptor, which changed the wallpaper on a victim 
computer to a picture of an evil-looking Santa Claus, and demanded 
a massive two Bitcoins (around $1,300) as a ransom� Another such 
program was Fantom, which simulated a genuine-looking Windows 
update screen�

Ransomware 
developed 
for ‘education’ 
gave rise to 
Ded Cryptor and 
Fantom, among 
others

https://securelist.com/blog/research/73565/hidden-tear-and-its-spin-offs/
https://blog.kaspersky.com/ded-cryptor-ransomware/12526/
https://blog.kaspersky.co.uk/fantom-ransomware/7622/
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Unconventional approaches
• Why bother with a file when you can have the disk?

New approaches to ransomware attacks that were seen for the 
first time in 2016 included disk encryption, where attackers block 
access to, or encrypt, all the files at once� Petya is an example of 
this, scrambling the master index of a user’s hard drive and making a 
reboot impossible� Another Trojan, Dcryptor, also known as Mamba, 
went one step further, locking down the entire hard drive� This 
ransomware is particularly unpleasant, scrambling every disk sector 
including the operating system, apps, shared files and all personal 
data – using a copy of the open source DiskCryptor software�

• The ‘manual’ infection technique

Dcrypter’s infection is carried out manually, with the attackers 
brute-forcing passwords for remote access to a victim machine� 
Although not new, this approach has become significantly more 
prominent in 2016, often as a way to target servers and gain entry 
into a corporate system�

If the attack succeeds, the Trojan installs and encrypts the files on 
the server and possibly even on all the network shares accessible 
from it� We discovered TeamXRat taking this approach to spread its 
ransomware on Brazilian servers�

• Two-in-one infection

In August we discovered a sample of Shade that had unexpected 
functionality: if an infected computer turned out to belong to financial 
services, it would instead download and install a piece of spyware, 
possibly with the longer term aim of stealing money�

Attackers are 
now targeting 
back-ups and 
hard drives – 
and brute-forcing 
passwords

Shade downloaded 
spyware if it found 
financial software

https://securelist.com/blog/research/74609/petya-the-two-in-one-trojan/
https://securelist.com/blog/research/76153/teamxrat-brazilian-cybercrime-meets-ransomware/
https://securelist.com/blog/research/75645/shade-not-by-encryption-alone/
https://securelist.com/blog/research/75645/shade-not-by-encryption-alone/


30

KASPERSKY SECURITY BULLETIN 2016
STORY OF THE YEAR: THE RANSOMWARE REVOLUTION

Ransomware in scripting languages
Another trend that attracted our attention in 2016 was the growing 
number of cryptors written in scripting languages� In the third quarter 
alone, we came across several new families written in Python, 
including HolyCrypt and CryPy, as well as Stampado written in AutoIt, 
the automation language�

https://securelist.com/blog/research/76318/crypy-ransomware-behind-israeli-lines/
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A long line of amateurs and copycats 
Many of the new ransomware Trojans detected in 2016 turned out 
to be of low-quality; unsophisticated, with software flaws and sloppy 
errors in the ransom notes� 

This was accompanied by a rise in copycat ransomware� Among other 
things, we spotted that:

• Bart copies the ransom note & the style of Locky’s payment page�

• An Autoit-based copycat of Locky (dubbed AutoLocky) uses the 
same extension “�locky”�

• Crusis (aka Crysis) copies the extension “�xtbl” originally used by Shade�

• Xorist copies the whole naming scheme of the files encrypted by Crusis�

Probably the most prominent copycat we discovered this year was 
Polyglot (aka MarsJoke)� It fully mimics the appearance and file 
processing approach of CTB-Locker�

These trends are all expected to increase in 2017�

“As the popularity continues to rise and a lesser   
grade of criminal decides to enter the space, we are 
likely to encounter more and more ‘ransomware’ 
that lacks the quality assurance or general coding 
capability to actually uphold this promise. We expect 
‘skiddie’ ransomware to lock away files or system 
access or simply delete the files, trick the victim into 
paying the ransom, and provide nothing in return.”
 GReAT, Threat Predictions for 2017

Poor quality 
ransomware 
increases 
likelihood of data 
being lost forever

https://securelist.com/blog/research/76182/polyglot-the-fake-ctb-locker/
https://securelist.com/analysis/publications/64608/a-new-generation-of-ransomware/
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THE THRIVING RANSOMWARE ECONOMY

The rise of RaaS 
While Ransomware-as-a-Service is not a new trend, in 2016 this 
propagation model continued to develop, with ever more ransomware 
creators offering their malicious product ‘on demand’� This approach 
has proved immensely appealing to criminals who lack the skills, 
resources or inclination to develop their own�

Notable examples of ransomware that appeared in 2016 and use 
this model are Petya/Mischa and Shark ransomware, which was later 
rebranded under the name Atom�

Ransomware 
is increasingly 
for hire on 
the criminal 
underground

http://www.bleepingcomputer.com/news/security/the-petya-and-mischa-ransomwares-part-of-a-new-affiliate-service/
http://www.bleepingcomputer.com/news/security/the-shark-ransomware-project-allows-to-create-your-own-customized-ransomware/
http://www.bleepingcomputer.com/news/security/shark-ransomware-rebrands-as-atom-for-a-fresh-start/
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This business model is increasingly sophisticated:

The Petya ransomware partner site

The partner often signs up to a traditional commission-based arrangement� 
For example, the ‘payment table’ for Petya ransomware shows that 
if a partner makes 125 Bitcoins a week thy will walk away with 
106�25 Bitcoins after commission�

Petya payment table

There is also an initial usage fee� Someone looking to use the Stompado 
ransomware, for example, needs to come up with just $39� 

With other criminals offering their services in spam distribution, 
ransomware notes etc� it’s not difficult for an aspiring attacker to get 
started� 
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From commission-based networks 
to customer support and branding 
The most ‘professional’ attackers offered their victims a help desk and 
technical support, guiding them through the process of buying Bitcoins 
to pay the ransom, and sometimes even being open to negotiation� 
Every step further encouraged the victim to pay�

Further, Kaspersky Lab experts studying ransomware in Brazil noticed 
that for many attacks, branding the ransomware was a matter of 
some importance� Those looking for media attention and customer 
fear would opt for a high profile, celebrity theme or gimmick – while 
those more concerned about staying under the radar would forgo the 
temptation of fame and leave their victims facing just an e-mail for 
contacting the bad guys and a Bitcoin address to pay into�

It’s still all about the Bitcoins
Throughout 2016, the most popular ransomware families still favored 
payment in Bitcoins� Most ransomware demands were not excessive, 
averaging at around $300, although some were charged – and paid – 
a great deal more� 

Others, particularly regional and hand-crafted operations, often 
preferred a local payment option – although this also meant that they 
were no longer able to hide in plain sight and blend in with the rest of 
the ransomware noise�

Criminals offer 
customer support 
to ensure more 
victims pay
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RANSOMWARE TURNED ITS WEAPONS ON BUSINESS
In the first three months of 2016, 17% of ransomware attacks targeted 
corporates – this equates to an attack hitting a business somewhere 
in the world every two minutes*� By the end of Q3 this had increased 
to 23�9% – an attack every 40 seconds�

According to Kaspersky Lab research, in 2016, one in every five 
businesses worldwide suffered an IT security incident as a result of a 
ransomware attack�

• 42% of small and medium-sized businesses were hit by ransomware 
in the last 12 months�

• 32% of them paid the ransom�
• One in five never got their files back, even after paying�
• 67% of those affected by ransomware lost part or all of their corporate 

data – and one- in-four spent several weeks trying to restore access�

A business is 
attacked with 
ransomware every 
40 seconds

*  Estimates based on: 17% of 372,602 unique users with ransomware attacks blocked by 
Kaspersky Lab products in Q1, 2016 and 23�9% of 821,865 unique users with ransomware 
attacks blocked by Kaspersky Lab products in Q3,2016�

https://business.kaspersky.com/security_risks_report_perception/
https://business.kaspersky.com/cryptomalware-report-2016/5971/
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Social engineering and human error remain key factors in corporate 
vulnerability� One in five cases involving significant data loss came 
about through employee carelessness or lack of awareness�

Some industry sectors are harder hit than others, but our research 
shows that all are at risk�

Industry sector % attacked with ransomware

1 Education 23

2 IT/Telecoms 22

3 Entertainment/Media 21

4 Financial Services 21

5 Construction 19

6 Government/public sector/defence 18

7 Manufacturing 18

8 Transport 17

9 Healthcare 16

10 Retail/wholesale/leisure 16

“We are seeing more targeted ransomware, 
where criminal groups carefully hand-pick 
and spear-phish their targets because of the 
data they possess and/or their reliance on the 
availability of this valuable data.”
 John Fokker, Digital team Coordinator  

with the Dutch National High Tech Crime unit

There is no such 
thing as a low-risk 
sector anymore

One in five SMBs 
never gets their 
data back, even 
after paying
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Ransomware attacks that made the headlines
• Hospitals became a prime target – with potentially devastating 

impact as operations were cancelled, patients diverted to other 
hospitals and more�

 o The most notorious example of a ransomware attack took place 
in March when criminals locked down the computers of the 
Hollywood Presbyterian Medical Center in Los Angeles, until 
the hospital paid $17,000�

 o Within weeks, a number of hospitals in Germany were also hit�

 o In the UK, 28 National Health Service trusts admit to being 
attacked in 2016�

• Hosted desktop and cloud provider VESK paid nearly $23,000 
dollars in ransom to recover access to one of its systems following 
an attack in September�

• Leading media, including the New York Times, the BBC and AOL 
were hit by malware carrying ransomware in March 2016�

• The University of Calgary in Canada, a major research center, 
acknowledged it had paid around $16,000 to recover emails that 
been encrypted for a week� 

• A small police station in Massachusetts, ended paying a $500 
ransom (via Bitcoin) in order to retrieve essential case-related data, 
after an officer opened a poisonous email attachment�

• Even motor racing was hit: a leading NASCAR racing team faced 
losing data worth millions to a TeslaCrypt attack in April� 

http://www.latimes.com/business/technology/la-me-ln-hollywood-hospital-bitcoin-20160217-story.html
http://www.scmagazineuk.com/ransomware-holds-data-hostage-in-two-german-hospitals/article/479683/
https://inews.co.uk/essentials/news/dozens-nhs-hospitals-targeted-cyber-blackmailers/
https://www.grahamcluley.com/virtual-desktop-cloud-service-pays-18600-ransomware-extortionists/
https://www.cnet.com/news/new-york-times-bbc-dangerous-ads-ransomware-malvertising/
http://www.cbc.ca/news/canada/calgary/university-calgary-ransomware-cyberattack-1.3620979
http://www.ucalgary.ca/utoday/issue/2016-06-08/university-calgary-makes-significant-progress-address-systems-issues
http://www.networkworld.com/article/2906983/security0/massachusetts-police-department-pays-500-cryptolocker-ransom.html
http://www.theregister.co.uk/2016/06/24/nascar_team_redflagged_by_ransomware_attack/
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FIGHTING BACK

Through technology 
The latest versions of Kaspersky Lab products for smaller companies have 
been enhanced with anti-cryptomalware functionality� In addition, a new, 
free anti-ransomware tool has been made available for all businesses 
to download and use, regardless of the security solution they use�

Kaspersky Lab’s Anti-Ransomware Tool for Business is a ‘light’ solution 
that can function in parallel with other antivirus software� The tool 
uses two components needed for the early detection of Trojans: the 
distributed Kaspersky Security Network and System Watcher, which 
monitors applications’ activity�

Kaspersky Security Network quickly checks the reputation of files 
and website URLs through the cloud, and System Watcher monitors 
the behavior of programs, and provides proactive protection from 
yet-unknown versions of Trojans� Most importantly, the tool can back 
up files opened by suspicious applications and roll back the changes 
if the actions taken by programs prove malicious�

A new free,  
AV-independent 
anti-ransomware 
tool is available 

https://www.kaspersky.com/about/press-releases/2016_Kaspersky-Lab-Ramps-Up-Ransomware-Protection-for-Small-Businesses-With-Kaspersky-Small-Office-Security
https://www.kaspersky.com/about/press-releases/2016_kaspersky-anti-ransomware-tool-available-free-of-charge-for-businesses
http://www.kaspersky.com/images/KESB_Whitepaper_KSN_ENG_final.pdf
http://www.kaspersky.com/images/Kaspersky_Lab_Whitepaper_System_Watcher_ENG.pdf
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Through collaboration:  
The No More Ransom Initiative
On 25 July 2016, the Dutch National Police, Europol, Intel Security 
and Kaspersky Lab announced the launch of the No More Ransom 
project – a non-commercial initiative that unites public and private 
organizations and aims to inform people of the dangers of ransomware 
and help them to recover their data�

The online portal currently carries eight decryption tools, five of 
which were made by Kaspersky Lab� These can help to restore files 
encrypted by more than 20 types of cryptomalware� To date, more than 
4,400 victims have got their data back – and more than $1�5 million 
dollars in ransom demands has been saved�

In October, law enforcement agencies from a further 13 countries 
joined the project, including: Bosnia and Herzegovina, Bulgaria, 
Colombia, France, Hungary, Ireland, Italy, Latvia, Lithuania, Portugal, 
Spain, Switzerland and the United Kingdom� 

Eurojust and the European Commission also support the project’s 
objectives, and more partners from the private sector and law 
enforcement are expected to be announced soon�

“Public/Private partnerships are the essence 
and the strength of the NMR initiative. They 
are essential to effectively and efficiently tackle 
the problem, providing us with much greater 
capability and reach than law enforcement 
could have alone.”
 Steven Wilson, Head of Europol’s EC3

No More Ransom 
has so far got 
4,400 people their 
data back – and 
deprived criminals 
of $1.5 million in 
ransom

http://www.nomoreransom.org/
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Standing up to ransomware – how to stay safe
1� Back up data regularly�

2� Use a reliable security solution, and remember to keep key features – 
such as System Watcher – switched on�

3� Always keep software updated on all the devices you use�

4� Treat email attachments, or messages from people you don’t know, 
with caution� If in doubt, don’t open it�

5� If you’re a business, you should also educate your employees and 
IT teams; keep sensitive data separate; restrict access; and back up 
everything, always�

6� If you are unlucky enough to fall victim to an encryptor, don’t panic� 
Use a clean system to check our No More Ransom site; you may 
well find a decryption tool that can help you get your files back� 

7� Last, but not least, remember that ransomware is a criminal offence� 
Report it to your local law enforcement agency�

Why you shouldn’t pay – advice from the 
Dutch National High Tech Crime Unit
1� You become a bigger target�

2� You can’t trust criminals – you may never get your data back, even 
if you pay�

3� Your next ransom will be higher�

4� You encourage the criminals� 

“We urge people to report an attack. Every 
victim holds an essential piece of evidence 
that provides invaluable insight. In return, we 
can keep them informed and protect them 
from dodgy third-party ‘offers’ to unencrypt 
data. But we need to ensure that more law 
enforcement offices know how to deal with 
digital crime.” 
 Ton Maas, Digital team Coordinator 

 with the Dutch National High Tech Crime unit
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CAN WE EVER WIN THE FIGHT AGAINST 
RANSOMWARE?

We believe we can – but only by working together� Ransomware is 
a lucrative criminal business� To make it stop the world needs to unite 
to disrupt the criminals’ kill-chain and make it increasingly difficult for 
them to implement and profit from their attacks�
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TARGETED ATTACKS
Targeted attacks are now an established part of the threat landscape, 
so it’s no surprise to see such attacks feature in our yearly review� 

Here are the major APT campaigns that we reported this year�

BlackEnergy
The year started with the developing picture of the BlackEnergy 
cyber-attack on the Ukrainian energy sector� This attack was unique 
because of the damage it caused: hackers managed to disable the 
power distribution system in Western Ukraine, launch a wiper program 
on targeted systems and conduct a telephone Distributed Denial of 
Service (DDoS) attack on the technical support services of the affected 
companies� Kaspersky Lab experts revealed several aspects of the 
activities of the group responsible for the attack: in particular, an analysis 
of the tool used to penetrate the target systems� For an overview of the 
attack, read the report prepared by the SANS Institute and ICS-CERT�

In one massive 
attack, BlackEnergy 
disabled power 
distribution, wiped 
software and 
launched a DDoS

https://securelist.com/blog/research/73440/blackenergy-apt-attacks-in-ukraine-employ-spearphishing-with-word-documents/
https://securelist.com/blog/research/73440/blackenergy-apt-attacks-in-ukraine-employ-spearphishing-with-word-documents/
http://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf
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Operation Blockbuster
Kaspersky Lab was among the participants in Operation Blockbuster, a 
joint investigation conducted by several major IT security companies 
into the activities of the Lazarus group (you can read our own report 
here)� Lazarus is a cybercrime gang — supposedly of North Korean 
origin — responsible for the attack on Sony Pictures in 2014� The 
group has been around since 2009, although its activities ramped up 
after 2011� Lazarus is responsible for such well-known attacks as Troy, 
Dark Seoul (Wiper) and WildPositron� The group targeted companies, 
financial institutions, radio and television�

https://www.operationblockbuster.com/resources/index.html
https://securelist.com/blog/incidents/73914/operation-blockbuster-revealed/
https://securelist.com/blog/research/67985/destover/
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Adwind
In February, at the Security Analyst Summit, we presented the results 
of our investigation into Adwind, a cross-platform, multi-functional 
RAT (Remote Access Tool) distributed through a single Malware-as-
a-Platform service� This Trojan has been renamed several times since 
its first release in 2012 — AlienSpy, Frutas, Unrecom, Sockrat, JSocket 
and jRat� We believe that between 2013 and 2016 this malware was 
used in attacks against more than 443,000 individuals, commercial 
and non-commercial organisations around the world� One of the main 
features that distinguishes Adwind from other commercial malware 
is that it is distributed openly as a paid service, where the customer 
pays a fee in return for use of the malicious software� We estimate that 
there were around 1,800 customers in the system by the end of 2015� 
This makes it one of the biggest malware platforms in existence today�

Adwind's  
malware-for-rent  
had 1,800 customers 

https://sas.kaspersky.com/
https://securelist.com/blog/research/73660/adwind-faq/
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Attacks using exploits  
to the CVE-2015-2545 vulnerability
In May, we reported a wave of cyber-espionage attacks conducted by 
different APT groups across the Asia-Pacific and Far East regions� They 
all shared one common feature: they exploited the CVE-2015-2545 
vulnerability� This flaw enables an attacker to execute arbitrary code 
using a specially-crafted EPS image file� It uses PostScript and can evade 
the Address Space Layout Randomization (ASLR) and Data Execution 
Prevention (DEP) protection methods built into Windows� The Platinum, 
APT16, EvilPost and SPIVY groups were already known to use this exploit� 
More recently, it was used by the Danti and SVCMONDR groups� You 
can find an overview of the APTs that use this vulnerability here�

One of the most striking aspects of these attacks is that they are 
successfully making use of a vulnerability that had been patched by 
Microsoft in September 2015� In our 2016 predictions, we suggested 
that APT campaigns would invest less effort in developing sophisticated 
tools and make greater use of off-the-shelf malware to achieve their 
goals� This is a case in point: using a known vulnerability, rather than 
developing a zero-day exploit�

This underlines the need for companies to pay more attention to 
patch management to secure their IT infrastructure�

Over six APT 
groups used 
the same 
vulnerability — 
patched back 
in 2015

https://en.wikipedia.org/wiki/Address_space_layout_randomization
https://en.wikipedia.org/wiki/Executable_space_protection#Windows
https://en.wikipedia.org/wiki/Executable_space_protection#Windows
https://securelist.com/analysis/publications/74828/cve-2015-2545-overview-of-current-threats/
https://securelist.com/analysis/kaspersky-security-bulletin/72771/kaspersky-security-bulletin-2016-predictions/
https://securelist.com/analysis/kaspersky-security-bulletin/72771/kaspersky-security-bulletin-2016-predictions/
https://securelist.com/analysis/kaspersky-security-bulletin/72771/kaspersky-security-bulletin-2016-predictions/
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Operation Daybreak
Of course, there will always be APT groups that seek to take advantage 
of zero-day exploits� In June, we reported on a cyber-espionage 
campaign — code-named Operation Daybreak and launched by a 
group named ScarCruft — using a previously unknown Adobe Flash 
Player exploit (CVE-2016-1010)� This group is relatively new and has 
so far managed to stay under the radar� But we think the group might 
have previously deployed another zero-day exploit (CVE-2016-0147) 
that was patched in April� The group’s targets include an Asian law 
enforcement agency, one of the world’s largest trading companies, 
a mobile advertising and app monetisation company in the United 
States, individuals linked to the International Association of Athletics 
Federations and a restaurant located in one of Dubai’s top shopping 
centres�

While there's no such thing as 100% security, the key is to increase 
security defences to the point that it becomes so expensive for an 
attacker to breach them that they give up or choose an alternative 
target� The best defence against targeted attacks is a multi-layered 
approach that combines traditional anti-virus technologies with 
patch management, host intrusion detection and a default-deny 
whitelisting strategy� According to a study by the Australian Signals 
Directorate, 85% of targeted attacks analysed could have been 
stopped by employing four simple mitigation strategies: application 
whitelisting, updating applications, updating operating systems and 
restricting administrative privileges�

The 
Operation Daybreak 
spying campaign 
by ScarCruft used 
an unknown  
zero-day —  
CVE-2016-1010

https://securelist.com/blog/research/75100/operation-daybreak/
https://securelist.com/blog/software/69887/how-to-mitigate-85-of-threats-with-only-four-strategies/
https://securelist.com/blog/software/69887/how-to-mitigate-85-of-threats-with-only-four-strategies/
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xDedic
This year, Kaspersky Lab investigated an active cybercriminal trading 
platform, called xDedic, an online black market for hacked server 
credentials around the world — all available through the Remote 
Desktop Protocol (RDP)� We initially thought that this market extended 
to 70,000 servers, but new data suggests that the xDedic market 
was much wider — including credentials for 176,000 servers� xDedic 
includes a search engine, enabling potential buyers to find almost 
anything — from government and corporate networks — for as little 
as $8 per server� This low price provides ‘customers’ with access to 
data on such servers and their use as a bridgehead for further targeted 
attacks�

The existence of off-the-shelf underground markets is not new� But 
we are seeing a greater level of specialisation� And while the model 
adopted by the xDedic owners isn’t something that can be replicated 
easily, we think it’s likely that other specialised markets will appear in 
the future�

xDedic was the 
marketplace for 
at least 70,000 
hacked servers — 
most victims 
had no idea

https://securelist.com/blog/research/75027/xdedic-the-shady-world-of-hacked-servers-for-sale/
https://securelist.com/blog/research/75027/xdedic-the-shady-world-of-hacked-servers-for-sale/
https://en.wikipedia.org/wiki/Remote_Desktop_Protocol
https://en.wikipedia.org/wiki/Remote_Desktop_Protocol
https://securelist.com/blog/research/75120/the-tip-of-the-iceberg-an-unexpected-turn-in-the-xdedic-story/
https://securelist.com/blog/research/75120/the-tip-of-the-iceberg-an-unexpected-turn-in-the-xdedic-story/


49

KASPERSKY SECURITY BULLETIN 2016
REVIEW OF THE YEAR

Dropping Elephant
Targeted attack campaigns don’t need to be technically advanced 
in order to be successful� In July, we reported on a group called 
Dropping Elephant (also known as ‘Chinastrats’ and ‘Patchwork’)� 
Using a combination of social engineering, old exploit code and some 
PowerShell-based malware this group was able to steal sensitive data 
from its victims — high-profile diplomatic and economic organisations 
linked to China’s foreign relations� The attackers use a combination of 
spear-phishing e-mails and watering-hole attacks� The success of the 
Dropping Elephant group is striking given that no zero-day exploits or 
advanced techniques were used to target high-profile victims� In fact, 
Dropping Elephant provides a clear example of how low investment 
and use of ready-made toolsets can be very effective when combined 
with high quality social engineering� 

The success of such attacks cen be prevented by applying security 
updates and improving the security awareness of staff� 

Operation Ghoul
The success of social engineering as a means for attackers to gain a 
foothold in a target organisation was also evident in Operation Ghoul — 
the group behind a series of attacks that we reported in June 2016� The 
attackers sent spear-phishing e-mails with malicious attachments — 
mainly to top and middle level managers of numerous companies — that 
appeared to come from a bank in the UAE� The messages claimed 
to offer payment advice from the bank and included an attached 
SWIFT document� But the archive really contained malware� Based 
on information obtained from the sink-hole of some command and 
control (C2) servers, the majority of the target organisations work 
in the industrial and engineering sectors� Others include shipping, 
pharmaceutical, manufacturing, trading and educational organisations�

Dropping Elephant 
showed the 
fearsome power 
of high quality 
social engineering

Operation Ghoul 
confirmed that 
power — with 
precision-targeted 
phishing followed 
by commercial 
malware

https://securelist.com/blog/research/75328/the-dropping-elephant-actor/
https://securelist.com/blog/research/75718/operation-ghoul-targeted-attacks-on-industrial-and-engineering-organizations/
https://en.wikipedia.org/wiki/Society_for_Worldwide_Interbank_Financial_Telecommunication
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The malware used by the Operation Ghoul group is based on the 
commercial spyware kit Hawkeye, sold openly on the Dark Web� 
Once installed, the malware collects interesting data from the victim’s 
computer, including keystrokes, clipboard data, FTP server credentials, 
account data from browsers, messaging clients, e-mail clients and 
information about installed applications�

The continued success of social engineering as a way of gaining a 
foothold in target organisations highlights the need for businesses 
to make staff awareness and education a central component of 
their security strategy�
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ProjectSauron
In September, we uncovered ProjectSauron, a group that has been 
stealing confidential data from organisations in Russia, Iran and 
Rwanda — and probably other countries — since June 2011�

The cost, complexity, persistence and the ultimate goal of the operation 
(i�e� stealing secret data from state-related organisations) suggest that 
ProjectSauron is a nation-state sponsored campaign� Technical details 
indicate that the attackers learned from other highly advanced actors, 
including Duqu, Flame, Equation and Regin — adopting some of their 
most innovative techniques and improving on their tactics in order to 
remain undiscovered� All malicious artefacts are customized for each 
given target, reducing their value as indicators of compromise for any 
other victim�

ProjectSauron 
changed the 
landscape forever – 
an advanced 
modular spying 
platform with 
unique tools for 
each victim

https://securelist.com/analysis/publications/75533/faq-the-projectsauron-apt/
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ProjectSauron key features:

1�  ProjectSauron is a modular platform designed to enable long-term 
cyber-espionage campaigns�

2�  All modules and network protocols use strong encryption algorithms 
such as RC6, RC5, RC4, AES, Salsa20, etc�

3�  It uses a modified Lua scripting engine to implement the core 
platform and its plugins�

4�  There are upwards of 50 different plugin types�

5�  The actor behind ProjectSauron has a high interest in communi-
cation encryption software widely used by targeted governmental 
organizations� It steals encryption keys, configuration files, and IP 
addresses of the key infrastructure servers related to the encryption 
software�

6�  It is able to exfiltrate data from air-gapped networks by using 
specially-prepared USB storage drives where data is stored in an 
area invisible to the operation system�

7�  The platform makes extensive use of the DNS protocol for data 
exfiltration and real-time status reporting�

8�  The APT was operational as early as June 2011 and remained 
active until April 2016�

9�  The initial infection vector used to penetrate victim networks 
remains unknown�

10�  The attackers utilize legitimate software distribution channels for 
lateral movement within infected networks�

The single use of unique methods, such as control server, encryption 
keys and more, in addition to the adoption of cutting-edge techniques 
from other major threats groups, is new�

The only effective way to withstand such threats is to deploy 
multiple layers of security, with sensors to monitor for even the 
slightest anomaly in organisational workflow, combined with 
threat intelligence and forensic analysis� You can find further 
discussion of the methods available to deal with such threats here�

https://business.kaspersky.com/projectsauron-apt/5876/
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FINANCIAL THREATS
One of the most direct ways for cybercriminals to make money is by 
targeting bank customers� Typically, attackers use social engineering 
to trick their victims into disclosing personal information or installing 
malware that harvests the personal information (e�g� passwords) used 
by the victim to access their bank account� In 2016, Kaspersky Lab 
solutions blocked attempts to launch malware capable of stealing 
money via online banking on 2,871,965 devices� 

However, it’s not only bank customers that are targeted by cybercrimi-
nals� In recent years we’ve seen a growing number of attacks on banks 
and other financial institutions� Probably the best known is Carbanak, 
which used the infiltration techniques typical of a targeted attack to steal 
money� This year we have seen further attacks on financial institutions�

In February 2016, Kaspersky Lab uncovered the activities of other 
APT groups targeting financial institutions� The group behind Metel 
used spear-phishing and browser exploits to infiltrate the corporate 
network of banks and extend their control to key computers within 
the bank’s IT systems� This level of access gave the attackers the ability 
to automate the roll-back of ATM transactions: gang members were 
able to use debit cards to steal money from ATMs without affecting 
the balance on the card — allowing multiple transactions at different 
ATMs� Our investigations revealed that the attackers drove around in 
cars in several Russian cities, stealing money from ATMs belonging 
to different banks� They worked exclusively at night, stealing money 
at several locations� We discovered Metel in more than 30 financial 
institutions, although our incident response team was able to clean 
the infected networks before major damage could be done� However, 
the cybercriminals behind Metal are still active and we think that the 
malware is probably much more widespread�

Metel launched 
targeted attacks on 
banks — then sent 
teams to ATMs at 
night to withdraw 
the cash

https://securelist.com/blog/research/68732/the-great-bank-robbery-the-carbanak-apt/


54

KASPERSKY SECURITY BULLETIN 2016
REVIEW OF THE YEAR



55

KASPERSKY SECURITY BULLETIN 2016
REVIEW OF THE YEAR

GCMAN (so-called because the malware is based on code compiled 
with the GCC compiler) is another example� The group infiltrates financial 
institutions using spear-phishing e-mails containing a malicious RAR file� 
When the archive is opened, an executable file is run that leads to the 
initial infection� Once the group gains a foothold in the organisation, 
they use legitimate penetration testing tools, such as Putty, VNC and 
Meterpreter, to gain lateral movement across the organisation until 
they find strategic computers that they can use to transfer money to 
e-currency services� The attackers do this by planting a Cron script 
in one of the bank’s servers (Cron is a time-based scheduler used in 
Unix-based operating systems) allowing them to complete financial 
transactions at a rate of $200 per minute� This script is invoked every 
minute to post new transactions directly to an upstream payment 
processing system� Fortunately, the financial institutions detected 
the suspicious activity, and cancelled the transactions: if they hadn’t, 
the attackers would have successfully transferred money to multiple 
e-currency services without reporting the transactions to any system 
within the bank� Kaspersky Lab researchers worked with three financial 
institutions in Russia that were infected with the GCMAN malware� 
However, we think that this threat is probably much more widespread�

GCMAN spent 
18 months 
gathering insight 
from infected 
victims before 
attacking – using 
legitimate tools for 
lateral movement

https://en.wikipedia.org/wiki/Cron
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Interestingly, we learned that the real attack had happened around 
18 months before the malware was discovered� The group used an 
SQL injection attack on commercial software running on one of 
the bank’s public web servers, and returned a year and a half later to 
take advantage of the information they had harvested to infiltrate the 
bank� Two months before this incident, someone had tried different 
passwords for an admin account on a bank’s server: they were very 
persistent, but confined their attempts only to Saturdays and allowed 
themselves only three tries per week — all in an effort to stay under 
the radar of security teams within the target institutions� The activities 
of the GCMAN group throw light on an emerging trend within the 
threat landscape — the use of legitimate tools in preference to bespoke 
malware modules�

Legitimate tools can be just as effective, trigger fewer false alarms 
and offer a quicker return on investment for the cybercriminals� 
It’s important that IT security teams take account of this when 
reviewing their corporate security strategy�

You can read further information about the Metel and GCMAN 
campaigns here�

Of course, banks don’t operate in isolation� International money transfers 
require an inter-bank network, called SWIFT (Society for Worldwide 
Interbank Financial Telecommunication)�

In February 2016, hackers used the SWIFT credentials of Bangladesh 
Central Bank employees to send fraudulent transaction requests to 
the Federal Reserve Bank of New York, to transfer millions of dollars 
to various bank accounts in Asia� The hackers were able to get $81 
million transferred to the Rizal Commercial Banking Corporation in 
the Philippines and an additional $20 million to Pan Asia Banking� 
The loss would have been much greater if there hadn’t been a typo 
in one of the transfer requests — the hackers misspelled the word 
‘foundation’ as ‘fandation’� The Federal Reserve Bank noticed the 
typo and the Bangladesh Bank was able to stop other transactions 
worth $850 million� You can read the story here� Further bank attacks 
using SWIFT credentials have come to light since the theft from the 
Bangladesh Bank�

Following the theft 
of $100 million 
many banks were 
forced to improve 
their authentication 
and SWIFT software 
update procedures

https://en.wikipedia.org/wiki/SQL_injection
https://securelist.com/blog/research/73638/apt-style-bank-robberies-increase-with-metel-gcman-and-carbanak-2-0-attacks/
https://en.wikipedia.org/wiki/Society_for_Worldwide_Interbank_Financial_Telecommunication
https://www.wired.com/2016/05/insane-81m-bangladesh-bank-heist-heres-know/
https://threatpost.com/swift-confirms-banks-still-being-targeted-announces-mitigation-tool/120776/
https://threatpost.com/swift-confirms-banks-still-being-targeted-announces-mitigation-tool/120776/
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The group behind Metel was not the only one targeting ATMs� Malware 
for ATMs is not new, but the number of such malicious programs has 
been growing in recent years� The most notable, prior to 2016, was 
Tyupkin, where the attackers gained physical access to the ATM and 
inserted a bootable CD to take control of the machine�

In May 2016 we reported a new version of the Skimer ATM malware — this 
report was the result of an incident response investigation we carried 
out the previous year� This malware first surfaced in 2009, but has been 
re-designed — and so too have the tactics of the cybercriminals using 
it� The new version targets ATMs around the world — we discovered 
attacks in the UAE, France, the United States, Russia, Macau, China, the 
Philippines, Spain, Germany, Georgia, Poland, Brazil and the Czech 
Republic�

Rather than the well-established method of fitting a fake card-reader 
to the ATM, the attackers take control of the whole ATM� They start by 
installing the Skimer malware on the ATM — either through physical 
access or by compromising the bank’s internal network� The malware 
infects the ATM’s core — the part of the device responsible for interaction 
with the wider bank infrastructure, card processing and the dispensing 
of cash� In contrast to a traditional card skimmer, there are no physical 
signs that the ATM is infected, leaving the attackers free to capture 
data from cards used at the ATM (including a customer’s bank account 
number and PIN) or to steal cash directly�

Insecure ATMs 
became a prime 
target for 
cyberattack

http://securelist.com/blog/research/66988/tyupkin-manipulating-atm-machines-with-malware/
https://securelist.com/blog/research/74772/atm-infector/
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The cybercriminal ‘wakes up’ the infected ATM by inserting a card that 
contains specific records on the magnetic stripe� After reading the 
card, Skimer is able to execute a hard-coded command, or receive 
commands through a special menu activated by the card� The Skimer 
user interface appears on the display only after the card is ejected 
and only if the cybercriminal enters the correct session key within 60 
seconds� The menu offers 21 different options, including dispensing 
money, collecting details of cards that have been inserted in the ATM, 
self-deletion and performing updates� The cybercriminal can save card 
details on the chip of their card, or print the details it has collected�

The attackers are careful to avoid attracting attention� Rather than take 
money directly from the ATM — which would be noticed immediate-
ly — they wait (sometimes for several months) before taking action� In 
most cases, they collect data from skimmed cards in order to create 
cloned cards later� They use the cloned cards in other, non-infected 
ATMs, casually withdrawing money from the accounts of the victims 
in a way that can’t be linked back to the compromised ATM�

The upswing in ATM attacks in recent years represents a natural evolution 
from the more well-established method of using physical skimmers to 
capture data from cards used in ATMs that have been tampered with� 
Unfortunately, many ATMs run operating systems with known security 
weaknesses� This makes physical security even more important� 
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Kaspersky Lab has several recommendations to help banks protect 
themselves� They should carry out regular anti-virus scans; employ 
whitelisting technologies; apply a good device management policy; 
make use of full disk encryption; password protect the BIOS of 
ATMs; enforce hard disk booting and isolate the ATM network from 
the rest of the bank infrastructure� One of our experts provided an 
in-depth examination of ATM jackpotting and offered some insights 
into what should be done to secure these devices�

As you would expect, we don’t just investigate attacks that have 
happened: we also look ahead at emerging technologies and how 
cybercriminals might try to misuse them� We recently published the 
results of our investigation into potential methods of authentication — 
including contactless authentication through NFC, one-time passwords 
and biometrics� You might be surprised to learn that we discovered 
12 manufacturers that are already offering fake fingerprint scanners 
(i�e� biometric skimmers) and at least three other vendors researching 
devices to allow criminals to obtain data from palm vein and iris 
recognition systems� You can find the report here�

New biometric 
skimmers 
target next-gen 
authentication — 
fingerprint, 
palm vein, and 
iris recognition 
systems

https://securelist.com/analysis/publications/74533/malware-and-non-malware-ways-for-atm-jackpotting-extended-cut/
https://youtu.be/hOcFy02c7x0
https://en.wikipedia.org/wiki/Near_field_communication
https://securelist.com/analysis/publications/76099/future-attack-scenarios-against-atm-authentication-systems/
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THE INTERNET OF THINGS
These days we’re surrounded by smart devices� A growing number of 
everyday household objects are now smart — telephones, televisions, 
thermostats, refrigerators, baby monitors, fitness bracelets and even 
children’s toys� Some homes are even designed with the ‘smartness’ 
built-in� But it’s not just confined to devices around the home: the list 
of smart devices also includes cars, medical devices, CCTV cameras 
and parking meters� Ubiquitous Wi-Fi (if not always as ubiquitous as 
we would like) brings all these devices online, as part of the Internet 
of things (IoT)�

These things are designed to make our lives easier� Since connected 
everyday objects are able to collect and transfer data automatically, 
without human interaction, they can operate more effectively and 
efficiently� However, a world of connected everyday objects means a 
bigger attack surface for cybercriminals� Unless IoT devices are secured, 
the personal data they exchange can be compromised, they can be 
subject to an attack, or they can be used in an attack�

Unfortunately, security features are hard to sell� Connected devices are 
created by different vendors — in an open market that makes return 
on investment critical� In a competitive marketplace, things that make 
customers’ lives easier tend to take precedence� In addition, connectivity 
is often added to a pre-existing communication network that wasn’t 
created with security in mind� So security is often not considered at the 
design stage — if at all� Historically, security has often been addressed 
only after something bad has happened to demonstrate the impact 
of a security weakness�

The risk of 
connecting 
everything, 
regardless — 
in 2016, need 
we say more?
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In the last few years, researchers have highlighted security issues 
in various connected devices� You may remember that one of our 
security researchers investigated his own home, to determine whether 
it was really cyber-secure� Last year, Charlie Miller and Chris Valasek 
demonstrated how it was possible to gain wireless access to the critical 
systems of a Jeep Cherokee — successfully taking control and driving 
it off the road! Vasilios Hioureas from Kaspersky Lab and Thomas 
Kinsey from Exigent Systems conducted research into the potential 
security weaknesses in CCTV systems� More recently a manufacturer 
withdrew an insulin pump after discovering that there was a risk of an 
attacker disabling the device or altering the dosage� There have also 
been concerns about everyday household objects such as children’s 
toys, baby monitors and door-bells�

In February, we showed how easy it was to find a hospital, gain access 
to its internal network and take control of an MRI device — locating 
personal data about patients and their treatment procedures and 
obtaining access to the MRI device file system� Our researcher, 
Sergey Lozhkin, presented his findings at the Security Analyst Summit 
this year, highlighting the key factors affecting the security of hospital 
systems� First, medical devices connected to the Internet were accessible 
using default passwords� Some were running Windows XP and were 
susceptible to dozens of old, unpatched vulnerabilities that could be 
used to compromise hospital systems� Second these medical devices 
were not segregated from the hospital’s local area network� So after 
obtaining access to one of the hospital’s Wi-Fi networks (protected using 
a weak password), it was possible to get full access to these devices� 
Third, software architecture vulnerabilities meant that — after connecting 
to the device and passing through the default login screen — it was 
possible to access the control interface and personal and diagnostic 
data about hospital patients� On top of this, there was a command 
shell implemented in the user interface that provided access to the 
device’s file system� You can read the report here�

http://securelist.com/analysis/publications/66207/iot-how-i-hacked-my-home/
http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
https://securelist.com/blog/research/70008/does-cctv-put-the-public-at-risk-of-cyberattack/
http://www.reuters.com/article/us-johnson-johnson-cyber-insulin-pumps-e-idUSKCN12411L
http://www.reuters.com/article/us-johnson-johnson-cyber-insulin-pumps-e-idUSKCN12411L
https://www.theguardian.com/technology/2015/nov/26/hackers-can-hijack-wi-fi-hello-barbie-to-spy-on-your-children
https://www.theguardian.com/technology/2015/nov/26/hackers-can-hijack-wi-fi-hello-barbie-to-spy-on-your-children
http://www.independent.co.uk/life-style/gadgets-and-tech/news/baby-monitors-hacked-parents-warned-to-be-vigilant-after-voices-heard-coming-from-speakers-a6843346.html
http://www.theregister.co.uk/2016/01/12/ring_doorbell_reveals_wifi_credentials/
https://sas.kaspersky.com/
https://securelist.com/blog/research/74249/hospitals-are-under-attack-in-2016/
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Hospitals should take steps to secure their systems:
•  Use strong passwords to protect external connection points�
•  Update IT security policies, develop vulnerability assessments 

and patch systems�
•  Protect medical equipment applications in the local network 

with passwords, in case of unauthorized access to a trusted area�
•  Protect infrastructure from malware and hacking attacks with a 

comprehensive security solution�
•  Backup critical information regularly and keep an offline copy�
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In April, we published the results of our research into the traffic sensors 
that have sprung up in Russian cities and elsewhere over the last few 
years� These sensors can help to enforce speed limits: drivers’ speed 
camera detectors react to the signals emanating from the new sensors 
in the same way they do to the radar guns used by traffic police� But 
that’s not why the sensors were installed� They collect raw data about 
traffic on the roads (the number of cars in each lane, average speed, 
etc�) and pass it on for analysis by the city authorities�

Our researcher, Denis Legezo, discovered that the data traffic not 
protected and can be manipulated� There was no authorization, except 
that required for Bluetooth, and that was not configured properly� The 
manufacturer of the road sensors we examined is very generous in 
its support for service engineers, with a lot of information about the 
devices publicly available on the manufacturer’s official web site and 
elsewhere�

This is a positive thing� ‘Security through obscurity’ doesn’t make 
a lot of sense: any determined attacker would be able to find out 
the command system and gain access to the engineering software 
anyway� So it makes more sense to combine openness, big bounty 
programs and a fast response to any identified vulnerabilities — if 
only because the number of researchers will always be bigger than 
the number of employees in any information security department� 
You can read the report here�

Traffic sensor 
study showed 
that ‘security-
through-obscurity’ 
won’t work 
in a connected 
world

Smart cities are 
complex open 
ecoystems that 
need ‘security- 
by-design’ 

https://securelist.com/blog/research/74454/how-to-trick-traffic-sensors/
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Modern cities are complex eco-systems made up of hundreds of 
different components — including digital ones� The aim of the smart city 
is to make life more convenient and safe for citizens� But if something 
can be used, it can also be abused� In September, we presented the 
findings of our research into various aspects of the smart city� Our 
researchers, Denis Makrushin and Vladimir Dashchenko, prepared a 
report, based on their findings, as part of Kaspersky Lab’s support for 
‘Securing Smart Cities’ — an international non-profit initiative created 
to bring together experts in smart city IT security technologies� Ticket 
terminals in movie theatres, bike rental terminals, service kiosks in 
government organizations, booking and information terminals at 
airports and passenger infotainment terminals in city taxis might all 
have a different appearance, but inside most of them are the same� 
Each such terminal is either a Windows-based or an Android-based 
device� The main difference in comparison to ordinary devices is the 
special kiosk-mode software that runs on public terminals and serves 
as the user interface� This software provides easy access to specific 
features of the terminal whilst at the same time restricting access to 
other features of the device’s operating system, including launching 
a web browser and then virtual keyboard� Accessing these functions 
provides an attacker with numerous opportunities to compromise the 
system, as if he was in front of a PC� The research showed that almost 
any digital public kiosk contains one or multiple security weaknesses 
which allow an attacker to access hidden features of the OS� You can 
read the report here�

More and more aspects of everyday life are being made digital� If 
security isn’t considered at the design stage, the potential dangers 
could be far-reaching — and retro-fitting security might not be 
straightforward� For a smart city to be safe for the people who 
live in it, they need to be treated as information systems whose 
protection requires a custom approach and expertise�

Most smart city 
devices hide 
their OS behind 
a public interface — 
but these carry 
weaknesses that 
let attackers in

http://securingsmartcities.org/
https://securelist.com/analysis/publications/76060/fooling-the-smart-city/
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In October, cybercriminals used a botnet of Internet-connected home 
devices (such as IP-enabled cameras, DVRs, CCTV cameras and printers) 
to launch a DDoS attack against Dyn — a company that provides DNS 
services to Twitter, Amazon, PayPal, Netflix and others� The result was 
that the web sites of these companies went down or worked only 
intermittently� The attackers infected vulnerable devices with the Mirai 
malware� This malware had previously been used in a DDoS attack 
against the blog site of security researcher Brian Krebs — reputedly the 
most powerful DDoS attack ever (since the source code for Mirai was 
recently published online, this doesn’t mean that the attack on Dyn 
was carried out by the same attackers)� It’s estimated that the Mirai 
botnet comprises around 550,000 bots� The attackers used default 
passwords to gain access to online devices� Once the malicious code 
was written to a device, it became part of the Mirai botnet� As in any 
DDoS attack, the attackers use the compromised devices to flood 
their chosen victim’s site with traffic, to prevent it operating normally�

This attack, like others that involve compromised IoT devices, exploited 
the fact that many people don’t change the manufacturer’s default 
credentials when they buy a smart device� This makes it easy for 
attackers to access the device — they simply have to try the known 
default password� In addition, there are no firmware updates for many 
devices� IoT devices are also an attractive target for cybercriminals 
because they often have 24/7 connectivity�

The best advice for anyone using connected/IoT devices at home, 
is to ensure the default passwords on all devices are changed (using 
unique, complex passwords) to prevent them being remotely 
accessed — this includes home routers, which are the gateway to 
your home network� The temptation may be for people to want 
to disconnect all devices in the light of such news, but in today’s 
increasingly connected world, that’s not realistic; although it’s always 
good to review the functionality of a smart device and disable any 
functions that you don’t actually need� However, good password 
‘housekeeping’ goes a long way to keeping cybercriminals away 
from your devices� This kind of large scale attack also highlights 
the need for manufacturers to consider security by design, rather 
than an afterthought� 

The Internet 
was ambushed 
by kitchen 
equipment 

https://blog.kaspersky.com/attack-on-dyn-explained/13325/
https://en.wikipedia.org/wiki/Domain_Name_System
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
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MOBILE THREATS
The main mobile threats in 2016 were advertising Trojans able to use 
root rights on the infected device� Although obtaining superuser rights 
isn’t new for such malware, in 2016 more and more Android Trojans 
starting using them, because with such rights they can do everything 
on the device� In order to gain root rights on a device, Trojans have to 
exploit vulnerabilities in the system� Since many devices aren’t regularly 
updated, they won’t receive the fixes for these vulnerabilities� Because 
of this, we predict a growth in the number and sophistication of Trojans 
that use root rights�

Recent updates for the Android system contained not just vulnerability 
fixes but also new security features — which Trojans quickly found a 
way to bypass� We expect to see more successful bypassing of new 
security features in the future� Some of these features may disrupt 
attacks by the mobile Trojan-Ransom, so their behavior may change 
in line with this� 

Rooting malware
The most popular and dangerous mobile Trojans in 2016 were adver-
tising Trojans that can use superuser rights on the device� Most of these 
came from the Trojan�AndroidOS�Ztorg and Trojan�AndroidOS�Iop 
families 

During 2016 they continue their growth, doubling their presence in 
the TOP 30 most popular Trojans, when compared with last year 
(occupying 22 places in 2016, vs� 11 in 2015)�

To obtain superuser rights they may use different exploits or existing 
superuser rights if the device was previously rooted� 

They use superuser rights mostly for two things� First of all they may 
hide themselves in the system folder, which makes their deletion almost 
impossible� Some of them can even infect the recovery image, which 
makes it impossible to delete them through a factory reset� Second, 
they use superuser rights to silently install and launch different apps 
that aggressively display advertising� Most of these new installed apps 
are non-malicious apps with ads, but there were several cases where 
they installed new malware, including the module-based Backdoor�
AndroidOS�Triada, which injects the Zygote process� By doing so, it 
achieves persistence and can modify SMS sent by other apps to steal 
the user’s money� Using root rights, this Trojan can literally do anything, 
including replacing urls in browsers�

More mobile 
Trojans seized root 
rights — to prevent 
deletion and 
install adware and 
malware

https://securelist.com/blog/mobile/71981/taking-root/
https://securelist.com/blog/mobile/71981/taking-root/
https://securelist.com/analysis/publications/74032/attack-on-zygote-a-new-twist-in-the-evolution-of-mobile-threats/
https://securelist.com/blog/research/74997/everyone-sees-not-what-they-want-to-see/
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A device that has been infected with an advertising app is almost 
unusable, due to the sheer number of annoying ads and installed apps� 
These Trojans are very hard to delete, and they can silently install and 
even buy new apps from Google Play�

Mostly, they are spread through third party app stores, but sometimes 
they are preinstalled on low-cost devices� During this year we saw them 
distributed through the Google Play Store: on a number of occasions 
infected apps were installed more than 100,000 times, according to 
the Google Play statistic� In one instance cybercriminals achieved more 
than 500,000 installations from Google Play — they used an infected 
Pokemon GO Guide app, detected as Trojan�AndroidOS�Ztorg�am�

Trojan�AndroidOS�Ztorg�ad in Google Play Store

https://securelist.com/blog/research/75894/how-trojans-manipulate-google-play/
https://securelist.com/blog/mobile/76081/rooting-pokemons-in-google-play-store/
https://securelist.com/blog/mobile/76081/rooting-pokemons-in-google-play-store/
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Cybercriminals still using Google Play Store
Cybercriminals continued to use Google Play Store to spread their mal-
ware� During just one week in October, we detected more than ten new 
apps in the Google Play Store infected by Trojan�AndroidOS�Ztorg�am, 
a new modification of Trojan�AndroidOS�Ztorg�ad� Many of these new 
apps had more than 100,000 installations�

Trojan�AndroidOS�Ztorg�am in Google Play Store

Malware distributed 
through Google Play 
was downloaded 
hundreds of 
thousands of times
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However, not only rooting malware is being distributed through 
Google Play — Trojans-PSW are too� In October 2015 we detected 
Trojan-PSW�AndroidOS�MyVk�a in the Google Play Store� This infected 
app had more than 100,000 installations and looked like an app for 
playing music from the VKontakte social network� Nevertheless, 
it stole users’ credentials from this social network� During the year 
cybercriminals uploaded new modifications of this Trojan to the 
Google Play Store several times� To bypass security screening, they 
started to upload a clean app, without any harmful functionality� Then 
they uploaded a few clean updates and finally, at some stage they 
uploaded an infected version� They used this algorithm at least twice�

Another example of credential-stealing malware available in the 
Google Play Store is HEUR:Trojan-Spy�AndroidOS�Instealy�a� These 
malicious apps were pretending to let users know who has viewed their 
profile; but in reality it abused the authentication process to connect 
to Instagram�

Not only were rooting malware and Trojan-PSW distributed through the 
Google Play Store� We spotted cybercriminals also using this channel 
to distribute Trojan-Ransom�AndroidOS�Pletor�d�

Trojan-Ransom�AndroidOS�Pletor�d in Google Play Store

One Android 
Trojan installed 
and updated as a 
clean app before 
hitting targets with 
an infected update

https://securelist.com/blog/incidents/72458/stealing-to-the-sound-of-music/
https://securelist.com/blog/incidents/72458/stealing-to-the-sound-of-music/
https://securelist.com/blog/research/74260/who-viewed-you-instagram-account-and-who-stole-your-password/
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Originally, the Trojan-Ransom�AndroidOS�Pletor family encrypted 
user files on the infected device, but this modification only blocks the 
infected device and asks the user for money� It is interesting that Pletor 
was created by the same cybercriminal group that created the mobile 
banking Trojan Acecard� In December 2015, this group used the Google 
Play Store to distribute Trojan-Downloader�AndroidOS�Acecard�b — a 
Trojan that downloads and installs Trojan-Banker�AndroidOS�Acecard�a�

A Trojan-Downloader�AndroidOS�Acecard�b page in Google Play Store

https://securelist.com/blog/research/73777/the-evolution-of-acecard/
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Not only Google Play Store
While advertising Trojans used exploits after infection to obtain supe-
ruser rights, there were a few cases where malware used exploits for 
distribution� 

Our colleagues from Bluecoat detected Trojan-Ransom�AndroidOS�Fusob 
distributed by exploits� The exploit kit was able to download and install 
malicious apps� Some time later we detected cybercriminals trying to 
use well-known vulnerabilities to distribute malware�

Another interesting way to infect users was used to distribute 
Trojan-Banker�AndroidOS�Svpeng� In this case, the cybercriminals 
used the Google AdSense advertising network to distribute Trojan- 
Banker�AndroidOS�Svpeng�q� Svpeng can steal information about the 
user’s bank cards via phishing windows, and intercept, delete and send 
text messages� Distributing through one of the most popular online 
advertising networks allowed Svpeng to become the most popular 
Android banking Trojan in 2016� In addition, it became the second 
most popular Trojan overall after rooting Trojans�

Bypassing security features
As mentioned above, in 2016, some Trojans found new ways to bypass 
some Android security features� 

Recent versions of the Android OS ask for the user’s approval when 
an SMS is sent to a premium number� The Tiny SMS Trojan overlays 
this dialog with its own screen without covering the buttons in the 
original window�

The same technique was used by Trojan-Banker�AndroidOS�Asacub� 
In this case the Trojan overlays the regular system window with its 
own window, containing buttons, and requests device administrator 
privileges� The Trojan thereby conceals the fact that it is gaining 
elevated privileges in the system from the user, and tricks the user into 
approving these privileges� Furthermore, the Asacub Trojan acquired 
SMS messenger functionality and started to offer its services in place 
of the device’s standard SMS app� This allows the Trojan to bypass 
system constraints first introduced in Android 4�4 as well as delete or 
hide from the user any incoming SMSs�

In June 2016, we detected a new modification of Trojan- 
Banker�AndroidOS�Gugi with the capability to bypass two new security 
features added in Android 6: permission-based app overlays and a 
dynamic permission requirement for dangerous in-app activities such 
as SMS or calls� The modification does not use any vulnerabilities, just 
social engineering�

The Gugi and 
Asacub Trojans 
found ways round 
new Android 
security features

Trojans were 
also distributed 
through 
advertising 
networks

https://www.bluecoat.com/security-blog/2016-04-25/android-exploit-delivers-dogspectus-ransomware
https://securelist.com/blog/research/74724/results-of-poc-publishing/
https://securelist.com/blog/incidents/75731/good-morning-android/
https://securelist.com/blog/research/57301/the-android-trojan-svpeng-now-capable-of-mobile-phishing/
https://securelist.com/blog/research/73211/the-asacub-trojan-from-spyware-to-banking-malware/
https://securelist.com/blog/mobile/75971/banking-trojan-gugi-evolves-to-bypass-android-6-protection/
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Mobile ransomware
The most popular Trojan-Ransom in 2016 was Trojan- 
Ransom�AndroidOS�Fusob� It was most actively distributed in Germany, 
the United States and the United Kingdom and will not work in CIS and 
some neighbouring countries� The criminals usually demand between 
$100 and $200 to unblock the device� The ransom has to be paid in 
the form of codes from pre-paid iTunes cards� This Trojan saw a huge 
rise in popularity between November 2015 and March 2016: with the 
number of users attacked increasing 12-fold over that time, but then 
its popularity fell to almost the same number of attacked users as in 
the previous year�

Number of unique users attacked by Trojan-Ransom�AndroidOS�Fusob

While there are more users attacked by mobile bankers than there are 
those attacked by mobile ransoms, the opposite is seen in the number 
of collected installation packets: starting from Q2 2016 we see a higher 
number of Trojan-Ransoms than Trojan-Bankers�

While the first mobile Trojan-Ransom encrypted user files and demanded 
money for their decryption, most modern Trojan-Ransoms for Android 
do not encrypt user files� They just show their window over all other 
apps, overlapping even system dialogs� Mobile encryptions are so 
unpopular mainly because user data on the mobile device is usually 
backed-up on cloud services� Regular Trojan-Ransoms that overlap all 
other windows with their own window also works well and it is very 
hard to get rid of such a Trojan� 

Mobile 
ransomware 
overlays rather 
than encrypts 
data as it’s often 
backed-up

https://securelist.com/analysis/publications/75183/ksn-report-mobile-ransomware-in-2014-2016/
https://securelist.com/analysis/publications/75183/ksn-report-mobile-ransomware-in-2014-2016/
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One of the most popular mobile ransom families in China — Trojan-
Ransom�AndroidOS�Congur — blocks the infected device in another 
way: it asks for Device Administrators rights after the start and then 
changes the pin code or sets one up (if there was no pin code before)� 
It asks the user to contact cybercriminals via QQ messenger to find out 
the new device pin code� This method is very simple but still effective�

Trojan-Ransom is one of the technologically simplest and most effective 
Trojans� That is why we expect them to continue their growth and to 
see more new Trojan-Ransom families next year�
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DATA BREACHES
Personal information is a valuable commodity, so it’s no surprise that 
cybercriminals target online providers, looking for ways to bulk-steal 
data in a single attack� We’ve become accustomed to the steady stream 
of security breaches reported in the media� This year has been no 
different, with data leaks at beautifulpeople�com, Tumblr, the nulled�io 
hacker forum (underlining the fact that it’s not just legitimate systems 
that are targeted), Kiddicare, VK�com, Sage, the official forum of DotA 
2, Yahoo, Brazzers, Weebly and Tesco Bank�

Some of these attacks resulted in the theft of huge amounts of data, 
highlighting the fact that many companies are failing to take adequate 
steps to defend themselves� It’s not simply a matter of defending the 
corporate perimeter� 

There’s no such thing as 100% security, so it’s not possible to guarantee 
that systems can’t be breached, especially when a breach occurs with 
help from an insider or where someone on the inside is tricked into 
doing something that jeopardises corporate security� 

But any organisation that holds personal data has a duty of care 
to secure it effectively� This includes hashing and salting customer 
passwords and encrypting other sensitive data�

Consumers have no direct control over the security of the per-
sonal data they disclose to online providers� But they can limit the 
damage of a security breach at an online provider by ensuring 
that they choose passwords that are unique and complex: an ideal 
password is at least 15 characters long and consists of a mixture 
of letters, numbers and symbols from the entire keyboard� If this 
seems like a daunting task, you can find useful tips on how to create 
secure — but easy to remember — passwords� As an alternative, 
you could use a password manager application to handle all this 
for you automatically� 

https://www.wired.com/2016/04/beautiful-people-hack/
https://www.theguardian.com/technology/2016/may/31/tumblr-emails-for-sale-darknet-65-million-hack-passwords
http://arstechnica.co.uk/security/2016/05/nulled-io-crime-forum-breach-member-issues/
http://www.bbc.co.uk/news/technology-36247189
http://motherboard.vice.com/read/another-day-another-hack-100-million-accounts-for-vk-russias-facebook
http://www.theregister.co.uk/2016/08/15/sage_breached_in_apparent_insider_attack/
https://blog.kaspersky.com/dota-2-hack/12767/
https://blog.kaspersky.com/dota-2-hack/12767/
https://threatpost.com/500-million-yahoo-accounts-stolen-by-state-sponsored-hackers/120818/
http://www.independent.co.uk/life-style/gadgets-and-tech/news/porn-site-brazzers-has-hundreds-of-thousands-of-user-details-exposed-in-data-breach-a7228426.html
http://www.ibtimes.co.uk/weebly-confirms-hack-affecting-over-40-million-users-foursquare-accounts-also-exposed-1587546
http://www.bbc.co.uk/news/business-37891742
https://blog.kaspersky.com/false-perception-of-it-security-passwords/7036/
https://blog.kaspersky.com/false-perception-of-it-security-passwords/7036/
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Unfortunately, all too often people use easy-to-guess passwords and 
re-use the same password for multiple online accounts — so that if 
the password for one is compromised, all the victim’s online  IDs are 
vulnerable� This issue was highlighted publicly in May 2016 when a 
hacker known as ‘Peace’ attempted to sell 117 million LinkedIn e-mails 
and passwords that had been stolen some years earlier� More than one 
million of the stolen passwords were ‘123456’�

In July, we took a look back at the impact of the Ashley Madison breach, 
one year after the attack that led to the leak of customer data, offering 
some good tips to anyone who might be considering looking online 
for love (and good advice for managing any online account)�

The issue of passwords is one that keeps surfacing� If we choose a 
password that is too easy to guess, we leave ourselves wide open to 
identity theft� The problem is compounded if we recycle the same 
password across multiple online accounts� This is why many provid-
ers, including Apple, Google and Microsoft, now offer two-factor 
authentication — i�e� requiring customers to enter a code generated by 
a hardware token, or one sent to a mobile device, in order to access a 
site, or at least in order to make changes to account settings� Two-factor 
authentication certainly enhances security — but only if it’s required, 
rather than just being an option�

Given the potential impact of a security breach, it’s hardly surprising 
to see regulatory authorities paying closer attention to the issue� The 
UK Information Commissioner’s Office (ICO) recently issued a record 
fine of £400,000 to Talk Talk for the company’s ‘failure to implement 
the most basic cyber security measures’, related to the attack on the 
company in October 2015� In the view of the ICO, the record fine 
‘acts as a warning to others that cyber security is not an IT issue, it is 
a boardroom issue’�

The theft of 
LinkedIn data 
revealed a million 
accounts with the 
password ‘123456’

http://www.theregister.co.uk/2016/05/24/linkedin_password_leak_hack_crack/
http://www.theregister.co.uk/2016/05/24/linkedin_password_leak_hack_crack/
https://blog.kaspersky.com/ashley-madison-one-year-after/12652/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2016/10/talktalk-gets-record-400-000-fine-for-failing-to-prevent-october-2015-attack/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2016/10/talktalk-gets-record-400-000-fine-for-failing-to-prevent-october-2015-attack/
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The EU General Data Protection Regulation (GDPR), which comes into 
force in May 2018, will require companies to notify the regulator of 
data breaches, with significant fines for failure to secure personal data� 
You can find an overview of the regulation here� It’s to be hoped that 
this will ensure that companies report breaches in a timely fashion� 
This issue was thrown into sharp relief this year after Dropbox sent a 
notification to many of its customers requiring them to change their 
passwords� The security breach at Dropbox in 2012 resulted in the 
leaking not only of e-mail addresses, but passwords too� Dropbox 
notified customers about e-mail addresses — but not passwords — at 
the time� Fortunately, the passwords were hashed and salted and 
Dropbox offers two-step verification� 

Several companies are hoping to replace passwords altogether� Apple 
allows fingerprint authorization for iTunes purchases and payments 
using Apple Pay� Samsung has said it will introduce fingerprint, voice 
and iris recognition for Samsung Pay� Amazon has announced 
‘selfie-pay’� MasterCard and HSBC have announced the introduction 
of facial and voice recognition to authorise transactions� The chief 
benefit, of course, is that it replaces something that customers have 
to remember (a password) with something they have — with no 
opportunity to short-circuit the process (as they do when they choose 
a weak password)�

Biometrics are seen by many as the way forward� However, they are 
not a security panacea� Biometrics can be spoofed, as we’ve discussed 
before (here, here and here); and biometric data can be stolen� It would 
be more helpful to see biometrics as a replacement for usernames, 
rather than passwords� In the end, multi-factor authentication is 
essential — combining something you know, something you have 
and something you are�

Authentication 
beyond passwords 
is a major issue 
for security

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/
https://www.theguardian.com/technology/2016/aug/31/dropbox-hack-passwords-68m-data-breach
https://www.theguardian.com/technology/2016/aug/31/dropbox-hack-passwords-68m-data-breach
https://www.theguardian.com/technology/2016/aug/31/dropbox-hack-passwords-68m-data-breach
https://blog.kaspersky.co.uk/biometric-authentication/2276/
https://blog.kaspersky.co.uk/stealing-digital-identity/6400/
https://blog.kaspersky.co.uk/fingerprints-sensors-security/6663/
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INDUSTRIAL CYBER SECURITY:  
THREATS AND INCIDENTS

We can’t call 2016 a remarkable year in terms of the number or criticality 
of cyber-security incidents in industrial environment� Nevertheless 
there were several interesting cases we’d like to highlight in the report�

Incidents
This year we’ve heard twice about cyber security issues in nuclear 
power plants� The first time it happened was at the end of April when 
the operator company of the Gundremmingen nuclear power plant 
reported about the Kido (aka Conficker) worm infection discovered in 
the computers of the unit B control system� This control system is a part 
of the nuclear fuel rods loading machine� Fortunately, the worm did not 
affect the technological process and didn’t damage the power plant�

The relevant supervisory authority and the German Federal office 
for information security (BSI) have been informed� All critical systems 
and devices were checked, and no other signs of malicious infection 
were found� As the result of the incident, security measures have 
been extended� The incident was classified according to the German 
reporting criteria in category N (Normal)� According to the international 
scale for assessment of events (INES), it is classified to level zero (below 
scale, no or very low safety significance)�

The source of infection has not been disclosed, but the press officer 
of the Nuclear Power Plant has said that about 18 USB removable 
devices used in the office network were found infected with same 
Kido worm� He said that no damage could be inflicted because all 
critical control systems of the power plant are decoupled and the 
whole system architecture is redundant to denial-of-service and safe 
from manipulation� 

http://www.kkw-gundremmingen.de/presse.php?id=571
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Although, in this case the Kido infection did not cause any serious 
damage (fortunately), it is silly to think that only targeted and specifically 
designed malware could� At the very end of 2015, the Ukrainian power 
distribution substations were hit by a highly coordinated cyber attack� 
The adversaries sent phishing emails containing exploit to individuals 
in the administrative or IT network of the electricity companies� As 
soon as the first computers were infected, adversaries found their way 
into the OT network and managed to disrupt the power supply� And, 
what is important in this case, they cut off all remote access to the 
grid network� By wiping specific engineering software and corrupting 
the system’s boot sectors, the adversaries made it impossible for the 
system to be managed and repaired remotely� 

The idea here is that even if malware does not affect a technological 
process, but causes denial-of-service of critical supporting systems 
such as SCADA, OPS gateway, remote access, etc� – the ICS will 
probably continue to work according to its latest settings, but there 
would be no way to control and correct the process in case of accident 
or emergency� 

Months ago, Yukiya Amano, the head of the International Atomic Energy 
Agency (IAEA), revealed that a nuclear power plant was attacked by 
hackers about 2-3 years ago� Amano said that ‘This actually happened 
and it caused some problems� While the plant did not have to shut 
down, it needed to take some precautionary measures’� But, it’s not 
just a problem of a cyber-security issue causing some disruption on 
a power plant� Obviously, it’s also the bigger problem of absence of 
communication and transparency between ICS and cyber security 
communities� At the end of the day, cyber security specialists have no 
chance to analyze the issue and ICS owners and vendors could not 
proactively implement mitigation measures�

ICS attacks that are 
not communicated 
to the security 
industry can’t 
be analysed and 
nothing is learned

https://securelist.com/blog/research/73440/blackenergy-apt-attacks-in-ukraine-employ-spearphishing-with-word-documents/
https://securelist.com/blog/research/73440/blackenergy-apt-attacks-in-ukraine-employ-spearphishing-with-word-documents/
http://mobile.reuters.com/article/idUSKCN12A1OC
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Proof-of-Concept PLC based malware
This August, a proof-of-concept PLC worm was presented at the Black 
Hat 2016 conference by researchers from OpenSource Security team� 
The worm written solely as a PLC program is capable of autonomously 
identifying programmable logic controllers (PLC) in the network and 
spread from one PLC to another� It is also able to manipulate PLC input 
and output, cause denial-of-service of a PLC, connect to command 
and control servers and serve as a proxy for attack propagation�

The most interesting part of the proof-of-concept (PoC) is the 
techniques used to infect a PLC� The PoC was written for Siemens 
S7-1200 controllers which have the access protection feature� This 
feature, if turned on, allows for the password required to access the 
PLC using the S7CommPlus protocol to be set� Thus, it prevents any 
unauthorized actor from reading and modifying the code on the PLC� 
But, by default, the access protection is turned off� If the feature is 
turned on than the only way for a worm to infect the PLC is to either 
brute force the password or to steak/hijack it somehow�

On the other hand, if the access protection feature is turned off, there 
are still two other protection mechanisms, designed to limit access 
to the PLC:

• Know-how protection which forbids extraction and modifications 
of the PLC program from a device

• Copy protection that prohibits the duplication of the PLC program 
to another PLC device�

The access verification for both protection mechanisms – ‘Know-how 
Protection’ and ‘Copy protection’ – was implemented client side (within 
the TIA portal), which means that a simple self-written tool can read and 
write blocks on the PLC bypassing the authentication checks� Siemens 
published the advisory and provided the patch for S7-1200 firmware� 

The important lesson here is that any rough device or threat actor with 
access to an ICS network could easily compromise whole control 
systems� Moreover, the PLC devices are more vulnerable to attack 
(especially DoS) because it doesn’t expect anyone except SCADA 
or engineering software to communicate with it, so there is little to 
no protection against unauthorized access, bad input or malicious 
manipulations�

https://www.siemens.com/cert/pool/cert/siemens_security_advisory_ssa-833048.pdf
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Zero-days in ICS software and hardware
According to US ICS CERT data in the fiscal year 2015 fiscal (from 
October 2015 to September 2016) they received 427 vulnerability reports, 
compared to 245 vulnerability reports received during the previous year� 
About 25% of those vulnerabilities are due to improper input validation 
and 27% – due to poor access controls� Other significant category 
of vulnerabilities – configuration and operational ones – are often 
disclaimed by vendors� The vulnerabilities such as default credentials, 
default security settings (which are often switched off), hidden API or 
undocumented functionality are very dangerous because they do 
not require high technical skills while providing extensive access into 
a control system� 

The sad news is that it takes an enormously long time between a 
vulnerability report being sent to a vendor and a patch being  provided� 
Sometimes it never happens, because a vendor claims the vulnerable 
product is discontinued� From the standpoint of an ICS owner it results 
in undertaking a huge cost for modernization or a huge risk of being 
compromised�

In conclusion, we want to highlight the importance of contributing to 
ICS cyber security by communities of security researchers� For the last 
few years we have seen a remarkable growth in interest in ICS security 
topics� A significant number of research reports as well as tools and 
frameworks are published each year� For example, earlier this year we 
published our own review of Industrial cybersecurity threat landscape� 
It allows cyber security specialists from other (not ICS) fields to quickly 
jump in and contribute their experience and knowledge�

The gap between 
reporting an ICS 
vulnerability and 
the issue of a patch 
is often too long

https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/NCCIC_ICS-CERT_FY 2015_Annual_Vulnerability_Coordination_Report_S508C.pdf
https://threatpost.com/moxa-wont-patch-publicly-disclosed-flaws-until-august/117311/
https://threatpost.com/moxa-wont-patch-publicly-disclosed-flaws-until-august/117311/
https://securelist.com/analysis/publications/75343/industrial-cybersecurity-threat-landscape/
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